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CONFIDENTIAL e

No. 90078

COPY__#10 (CIA)

NATIONAL SECURITY
COUNCIL
INFORMATION

Notice
ok
The attached document contains classified National Security Council
information. It is to be read and discussed only by persons authorized by
law.

Your signature acknowledges you are such a person and you promise you
will show or discuss information contained in the document only with

‘ persons who are authorized by law to have access to this document.
5 Persons handling this document acknowledge he or she knows and
any lawful investigation by the United States Government into any

understands the security law relating thereto and will cooperate fuily with
unauthorized disclosure of classified information contained herein.

| Access List

DATE NAME DATE NAME
Ig!AT ﬁ

|
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MENWRANDUMFDR{'DireEtor of Communications

*

-+ROM: ' " Executive Assistant to the DDCI

Bill, STAT

Per our conversation, attached are the draft NSDD
and the package we put together for the first draft.
Keep us posted if you have any gfoblﬁmsgrnﬁed any
help. You are probably aware o effort
on computer security and will prcbably want to touch
base with her also.

AN v

Date 31 January 1984

101 S

[ O e A g 4
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_ MEMORANDUM FOR:"  Executive Secretary

FROM: . ‘EXecutive Assistant to the DDCI STAT

Mr. McMahon would 1ike Bil1l Donnelly to be our
representative on the working group and to coordinate
closely with and the IC Staff. I have
advised Bill ise. I would appreciate
your sending him the attached package as is.

Date 31 January 1984

101 S
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L‘ rJENTIAL

THE WHITE HOUSE * *

? ecutive Reg:sirv]

81 - ptf

WASHINGTON

CONFIDENTIAL January 30, 1984

MEMORANDUM FOR THE SECRETARY OF STATE
THE SECRETARY OF THE TREASURY
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THE SECRETARY OF COMMERCE
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET

HE DIRECTOR OF CENTRAL INTELLIGENCE

CHAIRMAN, JOINT CHIEFS OF STAFF
ADMINISTRATOR, GENERAL SERVICES ADMINISTRATION
DIRECTOR, FEDERAL EMERGENCY MANAGEMENT AGENCY
DIRECTOR, NATIONAL SECURITY AGENCY
MANAGER, NATIONAL COMMUNICATIONS SYSTEM

SUBJECT: National Policy on Telecommunications and
Automated Information Systems Security (U)

Enclosed for your review is a proposed draft. NSDD to replace
the current PD/NSC-24, Telecommunications Protection Po;lcy,
November 16, 1977. ()

The proposed NSDD accommodates a number of important goals:

- Tt continues efforts and programs begun under PD-24,
including PD-24's focus on protection of systems handling both
classified and other sensitive information and sensitive
non-government information. (C)

- It provides a broad-based organlzatlonal framework
for developing and overseeing national policy in this area on
behalf of the National Securlty Council and the President. (U)

- The structure proposed in this draft seeks to assure
full participation and cooperation among the various existing
centers of technical expertise throughout the Executive Branch,
to promote a coherent and coordinated defense against the
hostile intelligence threat, and to foster an approprlate
partnership between government and the private sector in
attaining ‘these goals. It specifically recognizes the special
requirement for protection of 1ntelllg°nce sources and methods.
(C)

f‘f\\Y'C‘TT'\UT\'Yﬂ'\TﬂT ‘ UU““! i‘ ‘ElV i lAL \ ﬂjﬁj'
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- The new structure is intended to replace both the
PD-24 Interagency Group for Telecommunications Protection
(IG/TP) and.the National COMSEC Committee (NCSC). (C)

- It establishes a mechanism for evaluating the overall
effectiveness of programs and resources and for establishing
national priorities and effective levels of investment. (C)

- It consolidates executive agent responsibilities and
assigns specific implementation authorities so as to assure
effective and efficient administration of policy. (U)

- It explicitly combines telecommunications security
and automated information systems security under a single
national policy umbrella. This combination represents a
significant enhancement of the PD-24 policy structure and is
predicated on the Nation's need to assure equivalent and
compatible security policies, standards, and postures in the
two areas as their underlying technologies converge. (C)

The draft NSDD recognizes that while we have considerable
experience in telecommunications security, we are only
beginning to understand all aspects of automated information
systems security. Also, there are substantial differences in
the level of maturity of the various security technologies.
Since continuing advances in technology can be expected to
influence the implementation and future direction of policy in
this critical area, the NSDD is framed to accommodate the
possibility of changes, in either focus or structure, as needs
dictate. Therefore, the NSDD establishes a forward- looklng
policy development and implementation structure which is
sufficiently broad to adapt. to future developments in automated
information systems security. For example, it is expected that
policy in this area will be strongly guided by studies
currently underway, such as the intelligence community's review
of computer security being conducted by the Davis panel. It is
intended that the machinery established by this NSDD would
initially focus on those automated systems which are connected
to telecommunications transmission systems. (C)

A working group meeting to discuss the enclosed draft is
scheduled for Friday, February 17, 1984, at 1400. Please
designate a representative to attend thls session and act as
your point of contact for ensuing coordination actions. The
names of working group representatives should be provided to
Mr. Kenneth E. deGraffenreld (395~ 3334) of the NSC Staff. (U)

(L

J. M. Poindexter
Deputy Assistant to the President
for National Security Affairs

Attachment
Draft National Securlty Decision Directive

AANBPTNENTTAT. s //)
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SLUREI
The Deputy Director of Central Intelligence

Washington. 1. C. 20505

Executive Registry

3-573¢//

13 Decémber 1983

25X1
Deputy Director for Communications Security
National Security Agency
Fort George G. Meade, Maryland 20755
25X1

| Mr McMahon appreciated the opportunity to comment on the draft PD-24
for communications security. Attached you will find a potpourri of
comments he was provided. He thinks that they seem worthy of some
consideration and passes them on for your use.

I think he already mentioned to you that he would be amenable to
mentioning that an additional PD would be forthcoming on computer
security.
Sincerely,
25X11
Executive Assistant
Attachment:
As stated
Distribution:
Orig~- Adse.
- 0/DDCI
1 - ER
0/DDCI; (13 Dec 83) 25X11
25X1

SECRET
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